Agenda Item 7

AVIATION SECURITY

Background

1. This paper is concerned not with the details of the security measures in place at airports and elsewhere but rather with the legal and administrative framework within which these measures operate, with current issues and future developments.

2. The aviation industry is huge and complex and a tempting target for criminals and terrorists alike.  The 2003 White Paper The Future of Air Transport estimates that in the UK alone more than 200,000 people are directly employed in the industry and as many as 600,000 people in the UK depend directly on aviation for their livelihoods.  In 2002 UK airports handled more than 189 million passengers and 2.2 million tonnes of freight and by 2020 these figures are set to rise to 460 million passengers and 5 million tonnes respectively. In 2001 aviation contributed £13bn to the UK GDP (2% of total GDP).  Airlines and airports invest more than £2bn per annum.    

3. These statistics illustrate the enormous scale and economic importance of the industry and thus the problems facing those responsible for security.  They deal not just with the threats posed by terrorism but also with air rage, drunkenness, assault, smuggling, stowaways, espionage, human trafficking, illegal immigration, theft and environmental protest – a very large and sometimes difficult agenda.
4. But it is international terrorism which has brought the spotlight on aviation security. Over the years the industry has suffered a series of attacks including the hi-jacking of aircraft, attacks on airports (as at Munich), sabotage and the use of aircraft as weapons as in the US on 11 September 2001.
Legal Background

5. The basic international agreement on aviation security is ICAO Annex 17 to the Chicago Convention
.  This sets out the standards to be applied or observed by signatory states, including the UK, to safeguard international aviation from acts of unlawful interference.  The Annex covers such matters as the organisation of security arrangements, preventive measures, and the management of the response to acts of unlawful interference. The Annex is kept under constant review to ensure that the specifications are current and effective. Since its first publication in 1974, Annex 17 has been amended no less than ten times.  The provisions of this Annex are incorporated in UK law.
6. Following the attacks in the US on 11th September 2001 the EU passed Regulation 2320/2002
 with the object of establishing common rules for civil aviation security.  This was followed by a series of implementing Regulations
 drawn up under the auspices of the Aviation Security Regulatory Committee (AVSEC) set up under the 2002 regulation to “ensure technical adoption of the Annex to Regulation 2320/2002 and development of the necessary implementation tools”.  These Regulations cover such matters as quality control, inspections and defining the parts of Airports restricted for security purposes.

7. In the UK the key legislation in this field is as follows:

· Aviation Security Act 1982 
· Aviation and Maritime Security Act 1990

· Terrorism Act 2000

· Anti-terrorism, Crime and Security Act 2001

This legislation is backed by a plethora of secondary legislation – orders, regulations, directions etc.

8. It is generally acknowledged that the UK’s legislation in this field not only incorporates ICAO and EU requirements but goes further and that the aviation security regime meets best practice. 

Organisation

9. At UK Government level the Department for Transport (DfT) carries the responsibility for aviation security. The Secretary of State for Transport is directly accountable to Parliament, as well as being under international obligations. The Department is the "appropriate authority" under the guiding international legislation, responsible for setting, monitoring and enforcing the National Aviation Security Programme (NASP), with which airport operators and airlines in the United Kingdom are required to comply. The programme of aviation security operates under tight definitions, in which the primary objective of aviation security is: 

"… to safeguard passengers, crew, ground personnel and the general public against acts of unlawful interference perpetrated in flight or within the confines of an airport. Aviation security also seeks to protect aircraft and facilities serving civil aviation, such as fuel, catering, air navigation facilities and the premises of listed air cargo agents, against acts of unlawful interference."

10. Within the DfT there is a Transport Security Directorate (TRANSEC) whose role is to promote effective security in UK transport networks at home and overseas. To that end they work in partnership with others to:

· develop appropriate security regimes in the light of their assessment of the risk; 

· monitor and where necessary enforce those regimes; and 

· support and advise the transport industries.

TRANSEC, which is responsible also for security in other modes of transport, reports each year.  These reports make interesting reading – they can be seen on the DfT’s website
 

11. Airport security is not just a function of the airport operator but also the uniformed police, Special Branch, Customs & Excise, Immigration, DfT Aviation Security Inspectors and range of other interests such as air carriers and cargo agents. It is, of course, important that these agencies should work very closely together and nowadays they do this through the Multi Agency Threat and Risk Assessment (MATRA) initiative. This follows a recommendation made by Sir John Wheeler in his 2002 Review of Airport Security
. He saw merit in encouraging and developing greater joint working between all security stakeholders including both the regulatory authorities and the industry. Working together he felt they could produce the most accurate assessments of the threats to airports from crime and terrorism; identify any gaps and overlaps in the existing security regimes; and plan for management of the risks involved. Following trials at Heathrow, Birmingham, East Midlands, Newcastle and Glasgow the concept was rolled out across the country in 2003.  The aim of MATRA, very simply, is to arrive at a security plan which is jointly-owned and which can be routinely revisited to take into account future developments. These could be a change in the type, volume or profile of services operating at that airport, or responding to new or differing crime trends or threat intelligence

12. Within this framework airport operators plainly have an important role which takes up much of their time and money.  For example the BAA, which operates seven of the UK’s airport’s including Heathrow, spends more than £170m per annum on security and over a third of its UK employees work as security guards, supervisors or security duty managers.
The Task
13. In practice security is founded on the principle of establishing a secure area known as the 'restricted zone' and security systems are designed to prevent and detect unauthorised weapons, explosives and incendiary materials entering the restricted zone. This may involve the use of technologies such as X-ray machines, explosive detection techniques, image capture and biometrics and many others. Other methods to tighten security include passenger profiling, staff screening and training, personal and baggage searches and military and police deployments.  All cargo must be screened to ensure that it does not carry prohibited articles. This process involves a number of techniques.

The Continuing Threat

14. According to ICAO figures in 2004 some 16 acts of unlawful interference were recorded in which 91 persons were killed and 8 were injured. Among these were four recorded incidents of sabotage or attempted sabotage, two of which were carried out simultaneously by suicide bombers on aircraft in-flight on 24 August 2004 in the Russian Federation. These resulted in the total destruction of the two aircraft and the death of 90 persons (passengers plus crew).

15. In 2004 there was also one act of successful seizure of aircraft (hijacking), compared with 3 acts recorded in 2003. The number of airport attacks or attempted airport attacks decreased from 10 in 2003 to 4 in 2004, one of which was an attack within the terminal building.

16. The UK Department of Transport currently assesses the threat to UK aviation from international terrorism as being "Substantial".

Recent Developments

17. The aviation security requirements currently force in the UK are contained in the Heightened Security Measures Direction 1/05(a) which came into force on 25 April 2005. These measures are kept under continuous review.  

18. Apart from MATRA – see above – there have been a number of recent initiatives.

· 100% hold baggage screening, introduced in the UK in 1997/98.

· The existing staff search regime at UK airports has been extended to control authority staff. 

· Criminal record checks have been introduced for all those working airside at airports. 

· A scheme for "listing" providers of aviation security services has been  drawn up for introduction first on a voluntary basis but on a statutory basis thereafter. 

· A strengthened regime for validating the security of air cargo operations is now in place 

· Work continues to monitor the threat from Man Portable Air Defence Systems (MANPADS) and to devise mitigating measures. A patrolling and surveillance regime was agreed with the police and launched in December 2003.

· Flight deck security remains a key issue. The ICAO Standard requiring the installation of intrusion-resistant flight deck doors came into force on the 1 November 2003. UK airlines were directed to comply with the Standard by end-April 2003, six months ahead of the ICAO Standard deadline. 

· A capability to deploy covert armed Police ('aircraft protection officers') remains in place.

· Work continues in consultation with industry to agree a tailored security regime for smaller and lighter commercial aircraft and the airports they operate from, commensurate with the risks they pose and the practicalities of these opera.

· On 25 April 2005 the rules concerning sharp items were relaxed to allow passengers to carry pointed household items including small nail scissors or knitting needles and UK airlines were once more permitted to use metal cutlery. The ban on objects such as corkscrews and penknives remains but airports and airlines have the discretion to allow nail files and tweezers.

Monitoring and Inspection

19. Both the EU and the Department for Transport have machinery for monitoring the arrangements in place for aviation security and airports are regularly inspected.

20. TRANSEC says it takes alleged breaches of security very seriously. They seek to find out exactly what happened and why and, where appropriate, make changes to policy and/or procedures to prevent a recurrence.  But they recognise that security measures have to take account of passenger convenience and expectations. They cannot impose absolute security if people want to continue to travel with reasonable comfort and convenience.

21. TRANSEC welcomes people bringing apparent weaknesses to their attention. But they do not think it is helpful for the media to highlight alleged weaknesses which may tempt those with more questionable motives to seek to exploit them. For this reason they will no doubt have been dismayed by the publicity attracted by the BBC’s TV programme alleging security weaknesses at Manchester Airport.

Biometrics

22. Biometrics are automated methods of recognizing a person based on a physiological or behavioural characteristic.  Among the features which can be measured in this way are the face, fingerprints, hand geometry, handwriting, the iris and retina in the eyes, veins and voice.  They are said to be very secure and reliable and accordingly they very soon found a place in aviation security.  Thus for example some airports are already using biometrics in checking the identity of staff and others seeking access airside to ensure they are properly cleared and authorised people. Such a system (using fingerprint recognition) has been operating at London City Airport for some time.  More importantly they are being introduced as a feature of new passports and the Immigration Service is using iris recognition as a means of clearing people permitted to enter the country (Project Iris).
23. A good source of more detailed information on the implications of the large-scale use of biometrics is the report Biometrics at the Frontiers: Assessing the Impact on Society published in January 2005 by the Joint Research Centre of the European Commission
. The report was prepared at the request of the European Parliament’s Committee on Citizens' Freedoms and Rights, Justice and Home Affairs (LIBE).

Biometric British Passports

24. The UK Passport Service (UKPS) is planning to implement a facial recognition image biometric in the British Passport from late 2005/early 2006. The biometric, which can be derived from a passport photograph, will be in accordance with ICAO standards which requires facial recognition as the primary biometric for travel documents with iris pattern and fingerprints as secondary (non mandatory) options.

25. In line with ICAO recommendations, the UKPS will deploy “contactless” integrated circuit media (i.e. a computer chip) of sufficient capacity to facilitate storage of the facial image and at least one additional biometric identifier. These Radio Frequency Identification tags (RFID) include an aerial to allow close proximity readings, i.e. without being swiped through a reader. Modern RFID  chips are paper-thin and therefore particularly suited to being incorporated in passports or passport identity cards. 

26. The Home Office is also planning, from late 2006,  to introduce face to face interviews for all first-time adult passport applicants 
27. The new passports precede the compulsory national identity cards scheme announced by the Government in November 2003. The Bill for this was introduced in Parliament on 25th May 2005
. The ID Card scheme is planned to be phased in over a number of years and will include basic personal information and biometric identifiers. During 2004 there was an Enrolment Trial
 aimed at testing the ID Card processes and recording customer experience and attitude during the recording and verification of facial, iris and fingerprint biometrics. The introduction of the first identity cards will, on current plans, start from 2008 and will be issued to those renewing their passports which will then be issued to the enhanced ID Card standard.

28. If the introduction of passports with facial recognition takes effect later than 26th October 2005 there could be problems for travellers to the US which will require all passports issued on or after that date to include the necessary biometric. If that condition is not met a visa will be required involving travel to a US Consular office for interview.  The EU has made representations to the US authorities asking that the deadline should be delayed until August 2006 and the UK is negotiating separately for an extension.  Passports issued prior to 26th October 2005 are not affected by this deadline and continue to qualify the bearer for visa-free travel, so long as the passport is machine-readable.

29. There is concern in some circles over the use of RFID chips which it is said will allow anyone with a RFID reader to access and duplicate the contents of passports that come within range of the reader.  In the US, where the same technology is to be used, the American Civil Liberties Union (ACLU) in April 2005 filed a request under the US Freedom of Information Act seeking the results of Government tests.  Using its own RFID reader the ACLU found that RFID tags conforming to the same standard the State Department intends to follow could be read from at least a metre away - enough room to allow the tags to be read by readers placed, for example, in a floor.  "This is a technology that has the potential to leave us vulnerable to identify theft, to terrorists interested in singling out Americans travelling overseas, or to the emergence of routine tracking by the government or private sector," commented the ACLU.

Iris Recognition Immigration System (IRIS) 

30. This new system now being rolled out by the Government has been the subject of presentations to a number of consultative committees. The scheme allows enrolled passengers to enter the UK through a special automated immigration control barrier incorporating an iris recognition camera. The barriers will be located in the Immigration Arrivals Hall and will form part of Immigration and Passport Control.
31. Enrolment for the scheme is currently free and voluntary. Enrolment will take place in the airport departure lounge where Immigration Officers will assess eligibility and enrol qualifying persons. Those who qualify to participate in the scheme will have both their eyes photographed in order to capture their iris patterns. This data will be stored securely alongside their personal details, and the enrolment process will take approximately five to ten minutes. 
32. The scheme was introduced earlier this year at Heathrow Terminals 2 and 4 as a pilot project. It is expected to be rolled out later in the year to: 
· Heathrow Terminals 1 and 3
· Gatwick North and South Terminals
· Stansted
· Manchester Terminals 1 and 2
· Birmingham Terminal 1
33. The scheme is part of the Government’s e-Borders Programme which aims to “deliver a modernised border control, which is fundamentally more effective, efficient and secure to meet the future operational needs of UK border, law enforcement and intelligence agencies. It is designed to complement and enhance the current UK counter terrorism strategy”.  It is expected that the scheme will secure faster immigration clearance for those using the scheme and that the Immigration control staff will have more time to focus on those who pose a threat.
34. There is more information about the scheme at www.iris.gov.uk
Meeting the Cost

35. The costs of transport security measures required by the UK Government are met by the industries. In most cases the costs are eventually passed on to the passenger in the ticket price. The Government believes that industry should meet all its running costs, including those relating to security. It does not think it is appropriate for the general taxpayer to subsidise those who travel by air, sea or rail. 

36. However, the issue of the financing of aviation security was raised during the processing of the EU legislation referred to in para.6 above. Whilst it was not appropriate directly to address financing issues in the Regulation laying down the harmonised basic standards for aviation security, it was felt that the European Commission should look at the question.  This reflects the view of many airports and air carriers
 across Europe that there should be more government intervention in the financing of additional security measures. It is felt that European aviation does not have a level playing field compared to its counterparts in the US where significant federal funds have been, and continue to be, invested in aviation security measures in the aftermath of 11 September 2001.

37. The European Commission thus asked the Irish Aviation Authority (IAA) to carry out an “urgent” study to provide them with accurate information on the current status of financing of civil aviation security measures within the 18 European States (15 EU States plus Iceland, Norway and Switzerland).  This would help the Commission decide whether harmonisation measures at the EU level are necessary/desirable.

38. The IAA report, originally expected in September 2003, was finally made available at the end of 2004. The complexity of the findings can best be judged by the fact that the Summary Report – which can be seen on the Commission’s website
 - is 50 pages long! The industry now awaits the Commission’s response.  The UK Department of Transport says it is far from clear what the issue is within the EU and what the EC can do in terms of any EU-US funding variations.  It is “far from a given” that the EC will bring forward further legislation. 
39. Meanwhile in the UK there are ongoing concerns over what are seen as inequities in the financing of airport policing costs. These concerns flow from the designation of some airports under Part III of the Aviation Security Act 1982 where the Secretary of State considers that their policing should be undertaken by constables, and requires airports so designated to make payments to the police authority in respect of their policing, as agreed between the two parties. At other airports the cost of policing is normally met by the police authority.
40. In his 2002 review of the policing of airports Sir John Wheeler recommended - see the extract from his findings in the Annex to this paper - that a new process of designation should be developed, founded on national criteria and agreed local multi-agency risk assessments. The Government accepted this recommendation in principle, and now that the MATRA process has been rolled out across the country “work to develop a revised MATRA-based system for designation is ongoing with interested parties”. 
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Annex

Extract from the Wheeler Report on Airport Security – March 2002

Meeting the cost of Airport Policing

On designation

5.36 There is some feeling within the aviation industry that the cost of uniformed policing to counter terrorism at airports should be met centrally. Others consider that the designation system requires them to pay again for uniformed policing which they are already funding through the business rate.

5.37 The present distinction between designated and non-designated airports lacks credibility. It reflects decisions taken a long time ago, on an ad hoc basis, and its fundamentals have not since been revisited. It is seen by the industry as lacking transparency and accountability, and by the police as importing commercial considerations into their operational decision-making.

5.38 There is an appetite both within the industry and on the part of the police, and recognised by the Department for Transport, for the designation arrangements to catch up with the development of the UK airport and airline sectors since they were first introduced.

5.39 Although greater clarity around the generic role of uniformed police at airports is seen by some as a necessary precursor to the development of more rational arrangements for designation, the review sees that clarity being developed instead through the generation of local, multi-agency threat and risk assessments at an individual airport level, and of a strategic, agreed response.

� See ICAO note at � HYPERLINK "http://www.icao.int/icaonet/anx/info/an17_info_en.pdf" ��http://www.icao.int/icaonet/anx/info/an17_info_en.pdf� 	


� As amended by Regulation (EC) No 849/2004 of 29 April 2004


� Regulations (EC) 622/2003, 1217/2003, 1486/2003, 849/2004, 68/2004 and 1138/2004. The text of these can be accessed via the Eur-Lex at � HYPERLINK "http://europa.eu.int/eur-lex/lex/en/index.htm" ��http://europa.eu.int/eur-lex/lex/en/index.htm�


� � HYPERLINK "http://www.dft.gov.uk/stellent/groups/dft_transsec/documents/page/dft_transsec_037131.hcsp" ��http://www.dft.gov.uk/stellent/groups/dft_transsec/documents/page/dft_transsec_037131.hcsp� 


� � HYPERLINK "http://www.dft.gov.uk/stellent/groups/dft_transsec/documents/page/dft_transsec_503590.pdf" ��http://www.dft.gov.uk/stellent/groups/dft_transsec/documents/page/dft_transsec_503590.pdf� 


� � HYPERLINK "http://cybersecurity.jrc.es/pages/ProjectlibestudyBiometrics.htm" ��http://cybersecurity.jrc.es/pages/ProjectlibestudyBiometrics.htm� 


� � HYPERLINK "http://www.publications.parliament.uk/pa/cm200506/cmbills/009/2006009.htm" ��http://www.publications.parliament.uk/pa/cm200506/cmbills/009/2006009.htm� 


� � HYPERLINK "http://www.homeoffice.gov.uk/docs4/UKPS_Biometrics_Enrolment_Trial_Report.pdf" ��http://www.homeoffice.gov.uk/docs4/UKPS_Biometrics_Enrolment_Trial_Report.pdf� 


� See for example ACI Europe‘s press releases of� HYPERLINK "http://www.aci-europe.org/upload/Governments%20must%20finance%20new%20security%20measures.pdf" �� 6/11/02�, �HYPERLINK "http://www.aci-europe.org/upload/European%20governments%20must%20follow%20US%20lead%20on%20airport%20security.pdf"��27/11/03�, � HYPERLINK "http://www.aci-europe.org/upload/Urgent%20need%20for%20airport%20security%20funding%20in%20Europe.pdf" ��26/02/04� and � HYPERLINK "http://www.aci-europe.org/upload/Enough%20is%20enough%20-%20States%20must%20pay%20to%20protect%20public%20from%20terrorism.pdf" ��9/12/04�


� � HYPERLINK "http://europa.eu.int/comm/transport/air/safety/doc/studies/2004_aviation_security_s_0.pdf" ��http://europa.eu.int/comm/transport/air/safety/doc/studies/2004_aviation_security_s_0.pdf� 





